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Abstract

We will discuss several results related the problem of communicating reliably, secretly, and
covertly over noisy channels, in the sense of escaping the detection of an adversary eavesdropping
on the communication through a noisy channel. We will first discuss how to properly define a
notion of covert capacity, and we will show that the behavior is, in general, significantly different
from the traditional notions of capacity or secrecy capacity. In particular, covert communication
over discrete memoryless channels requires one to use non-linear codes, which design presents
several challenges as the number of covert bits can only scale with the square root of the block
length. We will then present several low-complexity coding strategies combining modern coding
strategies based on polar code with traditional signaling strategies such as pulse-position
modulation and multi-level coding. We will conclude the talk with a discussion of covert secret-key
generation and its application to covert secure quantum communications.
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